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A 
new wave of terrorism has affected Europe. Learning from 
the experience of other nations is one way to deal with 
the threat. However, there are two important caveats: 

Israelis, who are indeed vastly experienced with protracted, 
violent terror, are advised to be humble in their attempts to ‘teach’ 
other nations. Although we are experienced, and by and large 
have been quite successful in limiting terrorism and mitigating 
its effects, Israel still faces this hazard and needs to expand 
its own readiness to be better prepared for future events. 

Even though terrorism represents a universal phenomenon, 
designed to disrupt civilian life by violent means to achieve 
the political goals of the perpetrators, its modus operandi are 
diverse. For example, side by side with handling ‘individual 
knifers’, Israel is preparing itself for another round of rockets 
and missiles. Additionally, Israel still remembers and learns the 
lessons of the massive suicide bomber attacks (130 cases in 48 
continuous months over 2000–2004, leading to more than 480 
civilian fatalities), to be prepared if this threat re-emerges.

I shall divide the specific lessons of dealing with terrorism into 
three main categories: Robust intelligence; strong resistance and 
protection measures; and enhanced resilience. Only a combined 
and relentless effort in these three domains stands a real chance 
of curbing terrorism and significantly mitigating its damage. 

It might sound like a cliché, but the first imperative of 
any successful campaign against terrorism is: “Know your 
enemy.” Behind this stands a long list of necessary means 

that require investment – financially, organisationally, and 
mostly in human ingenuity. In the Israeli case, several 
important components have been essential in constructing 
a robust intelligence counter-terror system.

The first is the recognition by decision-makers that 
intelligence is indeed a critical, if not the primary, source 
of strength in combating terror. But intelligence comes with 
a high price tag. Political leaders should realise that if they 
wish to minimise terror, they must recalculate their budgetary 
structure and raise the allocation for intelligence build-up. 

Second, the numerous intelligence agencies in any country should 
close ranks and work together in strict collaboration – something 
that they usually find hard to do. Interagency co-operation is vital. 
Different agencies must construct a joint framework of action, 
giving individual organisations priority in accordance with their 
advantages. They also need joint leadership that can take tough 
decisions before and during terrorist incidents. Furthermore, unity of 
intelligence action should be carefully practised, not only within the 
local national intelligence communities, but also with foreign allies. 
Terrorism requires intimate interstate intelligence collaboration. 

Thirdly, intelligence has to be tightly connected with the 
operational units that conduct the search and pursuit of terrorists. 
This took Israel a long time to learn, adopt, and successfully 
implement operationally. It is not only an organisational 
challenge, but also a deep cultural issue: intelligence agencies 
often have their own codes of ethics and modalities of action, 

not to mention language and traditions, different to their 
operational counterparts. Only strict understanding of the 
need, strong leadership, and enduring joint practices can 
bridge the wide gap between intelligence and operations. 

The intelligence community has to construct a flexible basis 
of operations capable of successfully penetrating terrorist 
networks by technical and human means. However, human 
intelligence needs also to be an integral part, even if it is at times 
more challenging than the technological domain, as it calls for 
proximate contact with the terrorists and their networks, in their 
origins and their cells in the zone of operations. Knowing their 
language and culture and being able to assimilate are essential. 

Lastly, intelligence gathering and assessment involve a long, 
dangerous and agonising journey and cannot be a short-term 
effort. Long lulls between terrorist activity should not result in 
diminishing intelligence investment. If loosened, it will be hard 
to rebuild the capacity to meet the renewed challenges. 

Yet intelligence alone will never suffice. It must be 
supplemented by physical protection to prevent penetration 
of terrorist cells into the country, smuggling of explosives 
and other means of disruption, and deny other direct or 
indirect hostile activities that might assist terrorism. 

Israel is an enthusiastic supporter of barriers along its borders. 
Most of the country’s ground borderlines have been sealed with 
different kinds of physical obstacles. Evidence clearly shows the 
effectiveness of the land barrier, which radically decreased the 
number of attempts by terrorists to infiltrate, as has been the case 
with the dramatic decrease of illegal immigration, mostly from 
African countries, via Egypt. Similar measures have been taken 
in the air and sea domains, as well as at points of entry. Unlike 
Europe, Israel is practically sealed to free external traffic, making 
it easier to promote border security. Still, barriers do not provide 
hermetic prevention, even though they do raise security levels.

Another important factor is the flexible deployment of internal 
security forces in sensitive locations. Israel has developed a 
robust, well-trained and effective police force. A significant part 
of this is the so-called Border Patrol, which is in fact a semi-
military organisation with internal security duties. It is usually 
deployed – in accordance with intelligence indications – in areas 
susceptible to terrorist presence and activities, and can provide 
both deterrence and a quick response to most challenges. 

To augment police coverage, Israel has a civilian protection and 
prevention presence in public places like schools, entertainment 
facilities, public transportation, and shopping centres. At the height 
of the second Intifada (2000–2004), more than 2.5 per cent of the 
civilian workforce was engaged in internal security. This fluctuates 
periodically in numbers, in tune with the changing level of threat, and 
has proved itself capable of expanding, within a short time, by up to 
40 per cent. This vast protection and prevention effort is assisted by 
the vigilance of civilians, trained and encouraged to be alert and to 
report immediately when they monitor an irregularity in their vicinity. 
Time and again this proved to be a lifesaver in face of terror attempts.

The military role is also important. The IDF has traditionally 
exerted offensive pressure on terrorist infrastructure and 
managed to achieve an impressive level of deterrence. The 
military is heavily and flexibly deployed along the borders, 
providing protection from a variety of threat scenarios.

Israelis realise that these combined preventive-resistance efforts 
cannot provide full and sealed protection from the terrorist threat. 

Zealous attackers will always find a way to bypass obstacles, which 
is why Israel, somewhat hesitantly, is searching for viable ways 
to supplement its resistance strategy with that of resilience.

Resilience is the capacity of any system to flexibly contain a 
major disturbance, such as terror attacks, in accordance with 
the severity of the disruption, and to quickly bounce back or 
forward to its former level of functionality, or to a higher scale 
of behaviour and conduct. A highly resilient system, such as 
a community or a nation, will bounce back better than a less 
resilient one; and a less resilient system might return slowly to 
its former position, or not retrieve its core functionality at all. 

Since the 1980s Israelis have recognised that in the need to 
augment their capacity to prevent terrorism, they should enhance 
social resilience, so as to facilitate the expeditious return of disrupted 
communities to normality. The growing realisation among experts 
was that resilience can, and should, be promoted by developing the 
social capital of those communities most prone to the risk of terror. 

The human race is resilient. It normally springs back 
following major disruptions. Yet, it has been proven empirically, 
that when communities are purposefully focusing on the 
development of their social capital, they are more prepared to 
sustain and even flourish after disturbances, including severe 
terrorist offences. Contributory components, such as inclusive 
leadership, which enjoys the trust of its constituency, social 
connectedness and bonds, mutual help, sense of belonging, and 
belief in common values, all strengthen societal resilience.

Time and again Israelis have seen that addressing such 
issues help them to bounce back quickly after terror attacks. 
This has repeatedly been found to provide a meaningful 
shield for communities challenged by terror. 

Societal resilience
As much as governments, central and local, are 
instrumental in enhancing societal resilience, it is the 
public that needs to build up its own confidence that 
it can stand up to terror and not surrender to it. 

Israelis have been exposed to terror for decades, but have not 
changed or neglected their core values. The public’s faith in itself 
and its adherence to basic morals have served as the cornerstone 
of the national capacity to return to normal life following crisis.

Europe by and large represents the highest values of life, freedom, 
democracy and prosperity. It has a history of relatively quick recovery 
from serious crises. It is now challenged, and not for the first time, 
by those dedicated to change its lifestyle and institutions by terror. 
There is no doubt that it can stand up to this renewed challenge.

Europe can learn from others who have faced similar threats. 
Israel can serve as a model, not for the sake of technical emulation, 
but for in-depth learning, based on its successes and failures. 
The details of how to mitigate the risks are mostly known and 
are hopefully being implemented, perhaps too late and too slow. 
People sometimes need a violent wake-up call to start searching 
for remedies and repair. It seems that Europe is presently passing 
this stage and is ripe for a leap forward in its preparedness.

The basic formula has been presented in this article: the 
successful fight against terror needs the combination of awareness, 
political will, leadership and dedication, together with the 
mobilisation of the public at large. Strong intelligence and protection 
systems are essential. But the key to overcoming any major 
disruption, including terrorism, is societal resilience. �
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